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Introduction

• Industrial networks
• Robots
• Automated Guided Vehicles
• …

• Powerful processors
• Worldwide deployment

• No in person interventions
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Introduction

• Commodity OS
• Networking
• Remote monitoring
• Updates

• Real-time control
• Safety critical!

• Large attack surface

=> Problems "AGV - Automated Guided 
Vehicle" by Marta Veverica is 
licensed under CC BY-SA 4.0.
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Attacks on Industry

• Strong remote attacker
• Denial of Service

• Device operation

• Large codebases
• Ethernet driver alone: ~6k LoC

• Often untested
• Very little separation

=> High chance of failure or successfull attack
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State of the art: Availabilty with TEE

• Availability of Critical Code
• Mr-TEE [1] on Arm TrustZone:
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[1] T. Van Eyck et al., Mr-TEE: Practical Trusted 

Execution of Mixed-Criticality Code. 2023. 
doi: 10.1145/3626562.3626831.



Mr-TEE: Practical Mixed-Criticality

• Real-time scheduler in TEE
• Minimal implementation

• Secure sharing of peripherals
• Interrupt passing

• Reboot of Linux

• No network availability
=> Costly manual intervention
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NetReach
Guaranteed Network Availability and Reachability 



NetReach

• First step towards resilient networks
1. Always available network peripheral
2. Always reachable backup network

• Requirements
1. Protect peripheral from DoS by NW
2. Provide backup network
3. Minimize TCB
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The network peripheral

• Availability
• Assign memory to SW
• Assign interrupts to SW
• Minimal driver in SW
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The network peripheral

• Availability
• Assign memory to SW
• Assign interrupts to SW
• Minimal driver in SW

• Sharing access with NW
• Buffers in shared memory
• Using Linux network stack

• Interrupt driven operation
• Avoids overhead
• Intelligent priorities
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The backup network

• Separate ip & mac address
=> Ensures reachability

• Reduced capabilities
• Smaller attack surface
• Local network only
• ~400 LoC
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Evaluation

• Proof of Concept
• BD-SL-i.MX6
• SPI Ethernet controller
• Mr-TEE & OP-TEE OS

• Measured RTT using ping
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Evaluation

• Overhead
• 64 bytes: 18,66%
• 1024 bytes: 4,97%
• Typical packet size:

~100B and ~2kB

• TCB size Driver
• 418 LoC (0,1% of OP-TEE OS)

<-> ~6k LoC Linux driver
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What’s next?

• Monitoring the state of the device remotely
• Controlling the device
• Recovering the device in case of attack
• Formal verification
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Source code
https://gitlab.com/distrinet-

netreach/documentation

Contact
tom.vaneyck@kuleuven.be
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