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Introduction

 Industrial networks

e Robots
e Automated Guided Vehicles

* Powerful processors

* Worldwide deployment
* No in person interventions
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Introduction

* Commodity OS
* Networking
* Remote monitoring
* Updates

e Real-time control
e Safety critical!

* Large attack surface

=> Problems
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Attacks on Industry

» Strong remote attacker

. . Commodity OS
 Denial of Service 2

. . User
* Device operation

applications

. Large codebases g T_V ...... V‘j ......... 5

User

* Ethernet driver alone: ~6k LoC g Kernel )
* Often untested w[ = 1
: : TCP/IP stack Egh?met x
* Very little separation river

=> High chance of failure or successfull attack

s s DistriN=t
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1 INTRODUCTION
Until recently, industrial contral was implemented using relishle
yet inflexble Programmable Logic Cantrallers (PLCs). which were

anel contrd to improve efficiency, sfety
these asiets are inherendy
interacts cantimun by with the phys il warld and are hencebaund
by stringent timing and sadety requircments This makes it crucial
that all required s s e made available ta critical
tasks in a reak ner and protected from any undue inter-
fnence Futensive comvereatiom with s nchoswy parmers in the
cantext af industrisliapplied research projects (TACOS', TRUSTY
and ERATCSTHENES? ) ientified suppart for deterministic fms
contrallaops as & key requirement.
Cannecting CFS to the laternet i best achicved by reusing e
b commadity (5 campanents and applications heawsc af their
case of implementition and welltessed mrure. Unfortunasely. these
significantly increase fie attuck surface duc ba their largs corde b,
expasing vulnerabilite which range fom: muisances |
ning m uuncmn.q 5]. This pases the urgent ques
sitise cyber-physical
ity wring a commodity Lintzr 0
As priar rescarch has shawn. aackers can cause a catastroghic
ecident by delay ing ar aliering sensorrendings | 27]. Theend goulia
thus to revent attacker s from tampering with the schedule of T2
time tasks ar averlasding resmrces Ta achieve this, it i necesmry
ta prevent unauthorized recanfiguration of e system. andto de
umutharized tasks fram aceessing certain eritical peripherals This
mnst he achieved while preserving access ta el periphers
froms the nam-secure G in arderta prevent extensive re-enginering
efforts.

This pager propases Mr TEE which guarantees wring ahardware
enablad Trusted Exeeution Ervironment (IEE) (specifically Am
TrustZanc) to hast and schedule safcty-critical code. wehile maintain
ing a swang segaration fram the Limix CS. which executes utside
afthe TEE. Mr-TEE also provides mediate access ta peripherals
viaa Shared Seeure Peripherad Framework. This prevents untrusted
applictians from performing Denial af Service (e} attacks. In
cantrast ta prior resarch in this area [29]. Mr-TEL docs naft require

tral

* Availability of Critical Code
* Mr-TEE [1] on Arm TrustZone
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[1]T. Van Eyck et al., Mr-TEE: Practical Trusted
Execution of Mixed-Criticality Code. 2023.
doi: 10.1145/3626562.3626831
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Mr-TEE: Practical Mixed-Criticality

* Real-time schedulerin TEE
* Minimal implementation

* Secure sharing of peripherals ' —
. Normal World rm frustzone
* Interrupt passing - Secure World

¢ RebOOt Of LinUX > app:iJc?aetgons ‘ Apf):lriicﬂactil)ns |
Secure Secure Q
driver

scheduler

User

Privileged

* No network availability
) ¢
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NetReach

Guaranteed Network Availability and Reachability
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NetReach

* First step towards resilient networks
1. Always available network peripheral
2. Always reachable backup network

* Requirements
1. Protect peripheral from DoS by NW
2. Provide backup network
3. Minimize TCB
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The network peripheral

* Availability
* Assign memory to SW
* Assign interrupts to SW
* Minimal driver in SW

User

Privileged

Arm
TrustZone
Normal Secure
World World
User Critical
applications Applications
A
) 4
Linux TCP/IP
stack
Linux enet Secure enet
driver driver w2
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The network peripheral

* Availability

* Assign memory to SW
* Assign interrupts to SW
* Minimal driver in SW

* Sharing access with NW

10

* Buffers in shared memory
* Using Linux network stack

User

Privileged

Arm
TrustZone
Normal Secure
World World
User Critical
applications Applications
A
Y i
Linux TCP/IP TLS
<
stack gateway
Shared
memory
RX buffer |«
Linux enet (—J— —l_ Secure enet
driver =N driver w2
—|——> TX buffer J_
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The network peripheral

* Availability
* Assign memory to SW
* Assign interrupts to SW
* Minimal driver in SW

* Sharing access with NW
* Buffers in shared memory
* Using Linux network stack

* Interrupt driven operation
* Avoids overhead
* Intelligent priorities
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The backup network

* Separate ip & mac address
=> Ensures reachability

* Reduced capabilities

User

e Smaller attack surface .71

* Local network only
 ~400 LoC

Privileged

Arm
TrustZone
Normal Secure
World World
User Critical
applications Applications
A i A
\ 4 .
Linux TCP/IP TLS
< !
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Shared
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RX buffer  |€4 v SW MAC
L|nUX enet GJ— —l_ Secure enet ( Ficecccceaa -
driver =N driver <
—l——) TX buffer J_ NW MAC
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Evaluation

* Proof of Concept
« BD-SL-i.MX6
* SPI| Ethernet controller
 Mr-TEE & OP-TEE OS

* Measured RTT using ping

13
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Evaluation

e Overhead
* 64 bytes: 18,66%
* 1024 bytes: 4,97%

* Typical packet size:
~100B and ~2kB

e TCB size Driver

* 418 LoC (0,1% of OP-TEE OS)
<->~6k LoC Linux driver
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What’s next?

* Monitoring the state of the device remotely
* Controlling the device

* Recovering the device in case of attack
* Formal verification

15
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